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Abstract. The pattermn of the information technology development recently has been made major changes to the society
perspective. At present, interactions between humans cannot be limited physically, because of flexibility interactions for each
other through media information systems. It is not only on a small scope, but also a wide scope which in this case between
countries. All communication forms are limitless, so strategies and protocols are needed in facing the era of cyber
communication for national defence. Cyberspace should be a strategic area for state sovereignty, where the defence
approach is applied out on users of cyberspace.
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Introduction

In the last decade the pattern of the information technology
development has been successfully made major changes
towards society perspective. It is because humans have
been facilitated by media information system, so
interactions between humans cannot be limited anymore
physically. It is been transpired in wide scope around
countries in the world, so it is not only cccurred in a small
scope. Strategies and protocols are needed in facing the
era of cyber communication for national defence, because
all forms of communication are limitless.

Cyberspace nommatively should be a strategic area for
sovereignty of national state. At the present time, the
emergence of the Intemnet and its relations are integrated
with the pattem of human growth development from
administration to financial sector. Cyberspace is a space
created by the emergence of internet that supports each
other in living interactions, e.g. in politics, finance,
governments and so on.

Nowadays upper and lower currents news broadcasted
massively through Cyberspace, which is spread widely in
a moment without going through the regulation and
supervision of news broadcasting. In several hours it can
spread to all people in a country. Indeed, in the end news
removal and damping can be performed and being done,
however if the social climate is not right, it will potentially
offer chaos effect. This news cannot be directly reviewed
and ceased by news readers; subsequently it is feared to
be false news which potentially divisive state unity of the
countries.
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Fake news is currently being a powerful weapon which is
very fast, cheap and effective in driving public perspective
with demanded issues. Hence, the news readers are
determinant who must be provided further knowledge
intended to preserve create chaos in cyberspace. In this
paper we would like to propose a method of defence
approach to cyberspace naturally from the side of
cyberspace user.

Concept of Cyber Security Strategy

The security portion has been experiencing significant
development during the last decades. Fundamental
understanding of post-cold war security is unlike armed
relations or cooperation between countries, yet also
centralised on security for public society [1]. Amold
Wolfers in Perwita & Yani [1] defines security as follows,
"Security, in any objective sense, measures the absence of
values and in subjective sense, the absence of fear that
such values will be tacked". Steven Spiegel in Winarno [2],
explained that the expansion definition of national security
has consequence of threats increasing: nuclear, economic,
social and cultural sectors. The concept of security could
be illustrated on following figure (Fig. 1) [2],
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Figure 1. Security Concept, adapted from Winarno

Figure 1 shows that if viewed from the dimensions of the
origin of threats, the threat can come from domestic. For
examples, the threats are primordial issues related torace,
ethnicity, group and religion. Threats may also come from
global environment, which carried out by state and non-
state actors. The next dimension is nature of threats if the
threat to traditional security is military. However, as the era
of threat grows, it may become much more complicated not
only military in nature. It is also a threat that is non-military
in nature, or related to economic, social, cultural,
environmental aspects, human rights and other security
issues which are more comprehensive.

Meanwhile, Strategy which promoted by John P. Lovell [3]
was defined as "A series of steps or decisions which were
designed betorehand in a competitive situation where the
end result is not merely chancy”. Strategy is a method used
to achieve a goal or interest by using available power,
including military power. In foreign policy, strategy is a
pattern of planning that is used by decision makers to

advance and achieve their national interests

accompanied by efforts to prevent others from doing
collisions or inhibiting the achievement of those interests.
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Figure 3. Generated concept of strategy theory,
according to the references [3].

There are three assumptions from the theory of strategy,
which well-addressed by Figure 2 [3],

1. The foreign policy behaviour of a nation-state must
be directed as a step to achieve one or several objectives
of its interest.

2. Decision makers always attempted to maximize the
acquisition of their countries by examining various
alternative efforts, each of which is assessed based on cost
and yield analysis.

3. In this world, interdependence is necessity; so that
decisions must take into account the goals and strategies
of other nation-states.

Cyberspace in National Security

There are many terminologies and interpretations which
can be related to the concept of “cyber security’. It is
because cyberspace is a virtual space formed from the

Borobudur Hotel-Jakarta, 8-9 July 2019




results of the union between humans and technology. The
technology in question is technology of information and
communication [4]. So the concept of cyber security no
longer only touches the technology area, but has become
threat towards national security. In fact, national security
is very rarely associated with technology. However, along
with the increasing threat of domestic and international
cyber attacks on public and private infrastructure, the
awareness to popularise that cyberspace security is not
merely a simple matter of password protection. Moreover
cyber security requires a series of strategies because it
involves national interests.
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Figure 3. Risk Security Framing, according to the
references [4-6].
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The development of information technology has also
provided significant changes regarding the concept of
security. For now, the space for interaction cannot be
limited physically but also exiends to cyberspace.
Consequently, the nation state ought to adapt to this
information technology development, the concept of cyber
security (cyber security) is time to be set as one of the
“territories” of the state that safeguards its security as well
as the state's obligation to secure its territory. Moreover,
cyber attacks were not only occurred in public institutions,
but also attack government institutions [4].

Cyber security cannot be abstracted for more from its
implementation area and socio-cultural environment.
Unfortunately, simple and significant validation of
prevention is sometimes heavy enough to be identified.
Determining strategic decisions is very important to
understand the challenges posed by cyberspace and
develop mitigation strategies to respond, as shown in

Figure 2 [4].

Figure 3 shows the relationship between threat posture
and response leads to four altemative approaches to cyber
defence that will have a significant impact on the threats
that came. If the threat that comes is blurred, then the point
of attack will be unknown, and so much redundancy or
process development is defined first. Prevention efforts will
be in vain.

By understanding these problems, it is important if we
firstly provide experience for users of cyber space.
Understanding the impact of cyber events in this sequence
is very important to understand the known risks, which
described on bellowed figure (Fig. 3) [4].
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Figure 4. Schematic illustration for understanding
all cyber events and the linkages to strategic
mission, refer to Ween, et.al. [4] and Garvey [7].
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From Figure 4, it can be seen that the distribution pattern
of news attacks is spread across many targets. If there is
no preventive measures are taken against destructive
attacks, chaos will be occurred in the early stages of cyber
attacks. This won't be happened if cyber space users have
sufficient knowledge by providing good education to users
of cyberspace, providing information transparency that is
clarifying and constructive, there is a central information
service that is easily accessible and always provides
updated information.
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Figure 4. US’s Department of Defense (DoD)
Cyber Incident Handling Life Cycle (CIHLC)
(CJCSM 6510.01B) for detecting, analyzing, and
responding to information or events or cyber
incidents, refer to U.S. Department of Defense [8].

Figure 5 represents the life cycle of cyber incident handling
(CIHLC), which is been published previously by US’ DeD
[8]. Overall, there are three main points which required for
the security operators or cyber space users to review alert
of cyber events, they are record, identification, and report
[8]. The incoming information should be detected then
recorded for being analyzed and identified. Analysis and
identification steps should be performed, in order to find
out the reason behind the event or information. During this
step, the operators or cyber space users has to review the
events and information by literature study and/or direct
cbservation on the field. After this, they can provide
response and action by considering the obtained analysis
and identification results. This step requires well technical
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and organisational coordination among its stakeholders
for the response and action being well accepted [9]. In
addition, preliminary analysis and identification, and
response and action steps are need to be performed so
that event or information cannot be widespread
immediately. Depth analysis and further response towards
the event and informetion are still required for assigning a
comprehensive clarification formally. Also, it is important
to provide recovery of unstable situation which caused by
the event and information. However, post incident analysis
step is still needed to observe how stable the situation after
the comprehensive clarification had been published. If the
condition is still unstable, the CIHLC should be performed
again with more and depth evaluation.

Conclusions

One of the advantages of this approach is presence of
stability in representation across a wider system.
Therefore, people could compare and distinguish cyber
warfare with other forms of warfare using the same
language. Moreover, people may begin to develop models
that can be identified from the characteristics of cyber
attack patterns. At least, cyber space users can take
preventive actions in filtering information/sources that
come.

Individually, if the information user has a concrete
understanding, it will provide experience of all kinds of
attacks that come and clarify the obtained information.
Finally, each cyber space users will have fundamental
knowledge which potentially useful to use the information
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before being disseminated to the public with a wider
scope.
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